5 D RO 47 2010122 A

2 N\FE§EEES
2.1 BESICETBHAE

B85 (cryptography) &1 WONELZ P 3ENHIE TSN L e LFINCERT L2 T
o,
£, HEioEs=N"s6,

FFE 2.1 (1) X &liE, XFoNoZeThb.

(2) XF LiF, WO DOLFOEFVOZLTHY, ZTOEEFVOHT, Hroil5bET
E NN

(3) XTI, FEHEOTINT 7 Ry MRAREOETY, 060, ¥ hFLDINT Y, HFRHIC
L OLTMHY, Fiz, 28H, EVARRUTI—R, 70 oflfla—-ReenEE
nszevdh b,

o rOnELEICE L, INSIFHERMEOLETOEFVTHY, 0~ N -1 &) N-fio
WACESIMA L2 TE5, DITTHE, PVI7Ryb 5570, HLLTOEEY
», HDLNE, 0~ N—-120) NHOWFOEEV ZEITHEND 5.

(4) THOL (WL T ) & F3X (VU5 SA)(plaintext) &9,

(5) FISPDHECEMSNIAERT X /2% BB, BSALX (ciphertext) ¥ 9,

(6) FXZW5UIE I Z BS5AL (encryption) & 5 9.

(7) WSRO PSUCE TIFE 'S (decryption) & = 9

(8) %éY%®¥Yéﬂﬁﬁ F o THDO LT DOUESSUNENRT 2809 2 e EZ SN0 (i

ZAFYEEO L EFOINCETE), K16 2h s 2O LT o LkE —2o LT 0%

FVTHLEL TBFIERVOT, BT L7, 1HHTHL & UEL THH
EilEC/ARN

9) 2={0,--- ,N-1} Z2FeL, 2 LFeTorULhkohtr T T5, T4hbb,
TE Y oofgRilehktdh b, RS M oXF Lz Ty TR,

(10) M % —>Hd, Ty 2 E3 5. Tor 6 ZNEHENOTE f: Tar — Ty TLEHTHS b
ERESAERY 20, TOWTE [ Thr — Ty R ESAAEBE V.

(11) 5 LFH) Kp 12 & o THSALEIR f 2WEE L0, To XTI Kg %, H5{LogE (key)
Lo, [AMfS, BT Kp 12 ko TRSALER f~1 WEE LF, ZoXF) Kp %,
oot v,
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2.2 BSALDAE
2.2.1 =85S (substitution cipher)

OB TE, ZNFNhoLFEENWONFTCEEMRRA L, LW H b0 Thd, Thbb, 7
N7 7 Xy N Y OETICHOTTE IS ®L 2 LIk Ttsh b,

BARHNICIE, a: X -2 % S o Zh B NOLPHE T, LFEt=1t - t, €T ITHIL
T, alty) alty) € T ZifICSE5Z ik, BFkdhsd, 22C, 41X OLTHY,
LT e KT,

LS L ADLHANE 26! = 403291461126605635584000000 i {FHET 5, Fif o fFET S
72D, HBHNV—IT ala),ad),...,alz) ZIEET HLENSH H, L etz aiE @i
ala),a(d),...,a(z) ZIFET H2VLENH Y, key word FTHHIFETE 5% A7 Tl & TKFRM
TR,

fl1. AT H (=Y —) S Julius Caesar I&, 777Xy hDOLF%E 3 LFETHOTET
ik, LEEES(L e mABN TS, Tabb, 7TVWIyXy b {A ... 2} %&
{0,---,25} &EI—RTH &, IR T > T1%, SLF4ISHLT f(t)=t+3
mod 26 Z (LS ¥ LFRE D,

PZE,

“ pdb wkh irufh eh zlwk brx ”
LWL, bro& B bAsRuns,  mod 26 T -3 2R 52 &I KV RHTIC
H5ftsh s,

[(ARICL Cad-LFTHT, LnH 2T, 251lY OIFSANTEL (0 LFY 7 h, 26
FL7RME, fL TS THRnDT, BHIChsRn),

ZDEI, T b0 RASROMFISHL T, CoREOHEMAb D TY,
MR T oo LR,

2. PorAVES: L2»L, 8570 77Xy hDY 7 b Tld key 8 N - 110D L 27z
WOT, BNEFICOWTORGEREZ VL > T A2 TjRICHEs N TL £5, £27T,
(a,b) € (ZN) xZn &L T,

fti)=at;+b mod N
CRD DL, KL, a D Zy BT LUILE o T DL,
fft)=a i —a ' mod N

b,

INET Ty AT ND, 29T 58, key DRUIMBHCIEA 22 2125, flAE,
BOTINT 7Ny T N=26715 |Zy|=¢(26) =12 DT, key DT 12 x 26 = 312
LD,

ReFIE S DRRET
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o key 3B LG, £TOEERETF =y 7T52 210Kk, EshTLEo>D
T, FPEEFFEMCZ S 220,

o /2, — DD key TEL DU LKL L, YFD BIEFARMMNT 2212k shTL £
Il BEMAYD B .

o Key OrJEEMMIERIC L, £ FNIEE B0 b1, FEtNZamEZas hzen
DT, WHDIFIEEICHL <r b,

o UE5ITE L, WYMo MRIMAITICELR 21 H 255101, T oA TS
NTL Fv, EshTLTL £9.

2.2.2 JOvoBEs

5 2.2 (1) nfloXFoll%E, S nd word &5, T4bh word &1, X" OjLe A

(2)

(3)

Bl

R ZEINTEL,

E, XFoMNE i SIS 2ickD, E& n d word D& Ripd 2 N TE
5. & n o word LT, MoREE nd word Zifb&®b 2 &Ik, X2IGEFSLT
x5, Zh#e JOy s v,

TNT 7Ry b DELFERAIESE, SHICZoRTE 2#ERFRT LI 210k,

2T word 1F {0,1} DL Bipd 22 T&E5, T4bb, Tay ZiE5Icl{L T, 7

N7 7Ry LT, {0,1} BT EEZNIFATH D,

( N-HOXLFIN SRS TV T 7 Xy h OIRFHESE, ThZh o7t {0,1} oY TH 5
LRI, {0,1} LI 200 UFNSRLLDOT Oy VIEETHLHE Ratd,)

TI7AVEETOvIES: weX" RS nd word &5, A% X OLEliy e
D n-RIEH TS L, beXr & 95, f:3" X" %

flw)=Aw+b

WCEkoTERTDL, 2hicky, ESnorday 2 2lEa{cE 50, ZofETC3Es1
TE 5 ETRRG 200,
flo)y=A"1v—A""

TRFNERS RO T, AL T, 2ol A7 WERINZRT IS R0,
—faS, IEHITH AL T, 2o TN, adj A & A ORRTATI & L 7,

L1

thad]A

&b,

TIVT 7Ry b L OLFHEN N o, £ToHEIE mod N Tirbhvd., RNTATY

adj A DAL, HIZ A OO EFEO A TRIN S DO TRIEAIEZR W, det AN mod N

’Gtﬂ:éﬁ’)b\éﬁﬁb\ EW) ZENEE L, ZHICEL T, det A %%M@U%fﬂbi‘

%ﬂ%%ﬁf@m WL IFODT, det AW N & HWCZ0BEIS, A iz iFo
bl A
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PIEre, BESAEEAR f 2 EFRT L0017 AL Tdet AN N & HWIZFE Db Y
DR, fIFETAER ! 2ol b,

FHC N =2 oA, ©={0,1} THY, detA=1 DIFEICRY, AT ez L
25,

777 AT vy 2SO key 1E, (A,b) THY, H5EE (AL, A7) &b,

KR T vy 7051, SCEN 2 20T 2 1852 EHIH A S TR S, it hiud T
WHTHL L O b DL 7> T0D, LAL ZOMIFIFIEARINC, word O ANEA, B SR L,
iNc kX TchH o, Wofl, S EHICTE500HHTH 5,

MOTDOT AU N DOEEENES Y 257 L5CHDH DE S 0, 2000 FIC FRE S 72 BUE D FEHE
FYATLTCHDL AES b T ny JiES50—FETH 5.

2.3 NRREES

TR IS RIETY 25 L, TbH 1970 FENE TP TV L TolFT Y A5 LIIE
WL, BS lsh iz CER e d 270 0%, ZEEGIEH 62 L OHI- THRTUEZR 67220,
Abel 2% Briskorn |C LHZ MG SALL CikL156E HA CH 5L, (WSRO IR TR Y FUER)IC
i T s GHE Alice & Bob TH 20D LHICEA TRz, )

BH oML OISO TTHEICOWTUIEEL Tz & L TY, Briskornld Abel 8¢ @ kL 972 key
THESALL 720250 e fEnd TSRy, Zd7=%, Abelld Briskorn1ZifL ¢, o7z
DD key B[ SPDITHETELLENH S, LrL, TOWMENMFEZSN THLa]EEMD S 5
HCIEEZ T D & T 51, it key ORI CREMMTH 5.

PIAIO & 912, ETREEZVEE T 580, SO H R MRS ISR TR
TH->TH, key DELEE WO DITKERETH -/, BEFHEE, EHBhZEELTIrbh
LONE @ DOT (L FELE, B2 GEToNRbZeTh5), EIACWDLHFET,
key & T JET 2T TR S0, key ZIE TS Z LIFTERVDOT, FEPDEIEMIXL 72
Thidze s nwoThsb,

2 K FRKERO PRRET9CIs, TR0 EAs, it K& AL Tz, il B /-
WICIE key ZHBICE T T 205808 - 72708, §HUSIRBIL T 52 ToOEBKICIHTL T key % i
KT LDlE, KRELRTTNEVEE L, £-—FMEAEX, BT THIC key N EDN D 2V, K
ShfErbffE e o,

2D LI, TEEECEARE) LD Y, I 2 KERMETH - 7208, FHCIUT
FEEE, RO, SUTREE, ReXARBEPN e LT, TRETIETO 12T 5,
KIS TR & TlE, B REZLEE T2 2L IFEIUHL T, B S 2 FE7e il AnsE
FRICENT, BfREZ FEL T eoTh b,

L2 L, KEOHERM Ry b T —27 &L Tith 2R\ 5 & FREIED 5 TL 5, AR IEE
RANFHOBEFAUCEIEL T, £ 0EPWHEERE ETLL TRLIVLENAEL TLL, 2L T
WEEZTOERLE, ThETaskZ e b, key KR T 5720108 2N TEDBE D &
IR b2y, £z, Fy hU—ZBREE VO LI, Zloarta—%—, BELH
e EAMHHBLTBY, T0dH 6w oRMHEICBOT, B3 HICkDlGEHTo U FET 5.

35



ZDEI%ry MU= HANTBT SR EONSLAGICHBNT, #ENICHHATHFET
key ZEIEEITTEHH D& WD KW ED, BTN EITE ) EFThRn, RERNC
B DI TEMNRETH 5 2 LIFIAS DT 572,

1976 4, Z @ & 9 e BECHERIRNC XY fLA Cuv/z 2% » 7 4 — K K@ Whitfield Diffie &
Martin E. Hellman &, Th £ ToOb D &34 B L M2 kR Bnoniz, Thhi/ G
BSTHod,

( “New direction in cryptography” Trans. IEEE on Information Theory, IT-22; No.6, 644-654
(Nov. 1976) )

ZoNFoRNEE, WFWEICBWT, ARBE (public key) & MEgE (secret key) £ 9 2 DD
key X EL -mICH 5,

o WEHEHFLL 2V, BOHISO N WERE kT 5.

o NFHIMOHENINL Z LT ELTAMT 5, WERIE, fho &L Z A TEhn
FOWTRET S,

o UL, NEETHTLTLZ b TELL, WEHTHET{LILZZLbTE5, LaL,

o NBARETCHTFALL 7230, FERETL MEFET S,

o MYEHETCHEFALL 72301, ARITL MEFLT S,

o NFHEL B TALT NI Y X LEH > THTYH, TONENE (RORRTIE) WEkz 5
ZlFTERY,

LS on, NREESOFEMTH L, Zo7 A7 TIE-REMICAA L0, vy bU—27 LoD
BT LEEZ1T D L CoREE —FICHET S, EfRboTHL, BERICA TP Z ),

Abel & Briskorn 28 %y b 7 =27 &L CHELZIT), LW oRWE BZ 5, Abel O N\FIi%
Py, W% Sy &5, $£72, Briskorn DN\ % Pp, IKERAE Sp &35,

(1) Abel %® Briskorn [ICHME A w2 —Y M ZikD 72ne§ 5,
e Abel I3 Briskorn O 2\BHlE Pp Z{fivs Ay & — M ZH551LL, Pg(M) L C, *v
DU — 2% C Briskorn IZ1%5,
e 2D Ayt —Y Pg(M) %, Briskorn ®FHEE Sp TLMEFALTERWVAY, ZOF)

Byt Sp 15 Ty B DL Briskorn 7217 72 ¢, Briskorn DA D EM Z o5 L3
TmAve—V% AFLTY, @5 TEin,

o 2B Z Dty tr, Briskorn O NFHIE Py 13— %I\ TWb DT, Zoigs{tsh
T2 A=Y DEHADN Abel 705> TzE2 L TYH, ZNEFENTZDONZR YT Abel
DM ? LD R OWTUE, BERR R,
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Alice Bob
M M
| [ 58
Po(M) > Po(M)

2.1: Briskorn @ 2\BHidt P 12 & - THE AL & 72301, Briskorn O g S TL »ME51LT
ERAN

(2) ETELHREL 25,
o AFEHFECHIGER:, fEHERY, NRCHICBWUE, ThzENWTENERYICZo A\Y)
KATH DL 2L RGN H 5,

o Abel 13 Abel HEDOMERE Sq % 0 GE M 20551, Sa(M) &L T, %y hT—
77 %@ C Briskorn ICE S,

o ZOWEE So(M) &, Abel OABEE Pa 10 k> CTHEALTE, ZoIAMShT
WBDOT, ThE AFL BRI TS ZhE HE TS5,

o ZNAY Abel DN\FHE Py THESLTE/I D) 2 &L, Zh Abel DFFEHE Sy C
e flesh/izZ & 250k 5, Abel OFVEEZ 1> T b DI Abel 272D T, 2@
EEVERL 72D1% Abel KA TH 5 Z WA SN =2 2127 b,

Alice Bob
M M
A | Pa
Sa(W) > SA(M)

2.2: Abel DFLERE Sa 12 K- T TSN 2L, Abel DAFE Py TL MEFALT S0

ST, ZONBEESO7 AF 7L, BARMCE kD% TCalgRIe 5072 A 509 T,

o WG LD T INT ) X L& NFHIEEZ M > TWDLED, ZONEREZARTERWLE YRy A5
LelFEDEH7b0n?

37



—fic, S o7V VA LZTNEEREEICT L2 LIETER0, Flcry hU—27 G
bhabold, VIRYZT7eLTEL DAY E a—4 « Y AF LIFEINLOT, BES5{kol
FTD YLD, FTRIAHINTHhL e EX2TUER SRy, ABEZ S 72 E1, YIRT o
FADTNA VXL TEY, TNEMEITTL 2 L1CkD, ZRICHIEL 72 E% 5HE T2
ZEMERIZE LTS, ZOWGALY AT LMFILLFICT Ry, L) Zkicik b, giko
T NP H S THTY, TOWEREZAHETERVWE IR AT LLIFED LI Rb DN ?

Diffie & Hellman %, ARG S OEANFINIZER L 20720, Thid EBT 57200 Bk
I R R TSR 57z,

1978 %, MIT @ Ron Rivest, Adi Shamir, Len Adleman @ 3 A%Y, K&FoMHEFHT S
ZEITkY, NBHEESE KRBT L EE REL 2, 2o HEE, e 0ETTFE L 5T, RSA
S LHINTWL, (KO ZhoREFE - 72h8%, 241 2000 9 AT Tn5%, )

EEEE 2.1

(1) Abel {3 Briskorn i2, AREESZHAHL, *v hU—=27%2BL THED Ay —Y %KD
fene 95, 72720, xry b= LToNLT —ZiE, FICHEEHICRONS0]5EM1RS 2.,
ROEME (a)~(c) MWETiz &N 5 LT 5HIC1E, NS ZHHL T, CokrkiE

TRAy =V ZEIUL LN ?

(a) Abel 2% Briskorn IZik -7z A v 2 —VITHES{LSNTHY, Briskorn LA ARG T &
AN

(b) Briskorn 1%, S -7z X v —UMNERIC Abel NEWZ LD TH Y, B3 EN RPN
SALELD TN L 2R TE D,

(c) ZORAy -V ZRDLBETEDOT —F L HWEL 72EFER W22 L TH, TONFEMALZ &
T T ELn,

E: Abel D N\BHlEZ Pa, FHE%Z S4, Briskorn O N\ L P, WEHE Sp £ 95, 75,
Abel DD Ay =V DFLE T &L, Th, iS4 Pp il k- THSALL TH
KLEGT L% SA(T), Pp(T) 7 &)l 5 TRT &,

(2) AR BEZEFEMFRIECD 708, CEOMERIMC L P75 2 217,
AEE BEE, Z0%HETICHE>T, £ ONETHE BEMEEEL TP VINY T 20
T 2%, THUEH < ETHETEOBETHY, A, BHE, CHEHOHEYELIOZINE
WO D 2 ¥ & BT TR S 7,

AEDS BEANE RESTRE S5, KORME (a)~(c) BATHEE S5 L1 T 5101,
ARG S % RIAIL T, ¥ 0k 52 55T TEOR YR & 73RO 2

(a) BEIE, SUINo7 Ay 2 —UDEERIC AEDSERL 7200 TH Y, CHEZDE 3 EM
BT E AL 2alBEMEIZ /R NWC L R R TE 5,

(b) CHEE, ZoLHoBREZIET L 2LENS S, CHIZ, AERBEICE T AvE—YD
NEZMLYLERHY, 5612, TONEPMERICAENBEICE sTLbOTHLZ L%
MERTE2, bbb, AENERIBEAE b0 ELLb0E CEANXS/ZD, B
ENRFIC AEPS TNz bne B bnk CENESZY, HEH50NE, FBI3ENWA
EHLBEOGEN 5T, AENPS BEANOYETHLEH->T CHEHANE LHEES2D
THLIEMTERNEIITT S,
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(c) ZNHOLEORVINY OHFT, ZoF =2 E WL 2Nz L Ty, ToNTEHS
ZEITTERN,

F1: 72770 CHEIE, AEY BEOHYEN CEICHEMTHBTICO DI T4 F>nTl,
FHOHERT 2 i3t o 95, to (a)~(c) 1E, HLETAENBEANE THE K
Tz WO HERD S TRRS, Wl SR IUER 6 WK TH L,

E2: AEONREE Pi, WEHE Sa, BEOAREEZ P, WEH%E Sp, CEOAREEZ
Po, FS% S &35, AENBENYES I ETHUEOTLE T 2L, Zh, § Sy
R P BEIC L > THSLL THRBEEE SA(T), Pp(T) %E L WIHESTRT = &

(3) (2) ® AlHe BEE OMPHBOT, AREE, CHEICE- TERISNE CEE BEAL
WD NEN D DIEND B,

ORI (a)~(d) BLTHT SN2 L0 T 2101, ABRIESEAML T, ©ok5hhiE
TUEDOR VI AT AR ?

(a) BEHEIL, T o72 Ay 2—IDMEFRICAEBERL b0 TH Y, CHEHEZZORZH 3 EM)
WPETWEAL 2afgEMEIS v L 2T X B,

(b) A[EABEAY XL LHE, CEHN-HHZELZbOTHL L% BEVSHRETE S,

(c) CHME, AEMERL, CEN—FEHEEBL 2, AEELDH 3T L > TR A S
NZzrid BEALROIEC L EHRTE S,

(d) hHOLEOR VI ONT, T0F 5 & wllL 258 0EL LTh, TONER2
ZEIETER,

Ao 2 oE2&MHLETEMEMATLZ L,
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